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synopsis 
 
The following is a simple document providing visual guidance on the process required to deploy a 
Rubrik r344 4-node appliance. This guide assumes you’ve already racked and cabled the appliance. 
I’ve obfuscated the serial numbers and IP addresses used in this example, but you should work with 
your Rubrik team to understand the configuration requirements before the gear is in the rack. 
 
More information about Rubrik can be found here - https://www.rubrik.com/.  
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overview 
The process is fairly simple. You connect to a port on the same segment as the 10GbE interfaces of 
the cluster nodes to configure the cluster IP addresses.  
 

hardware overview 

specifications 
The following table provides the high-level specifications of the various models. 
 

Series Briks/cluster (Minimum) Nodes/Brik Drives/Brik Drives/node 
r334 1 Brik 3 3 SSD + 9HDD 1 SSD + 3 HDD 
r344 1 Brik 4 4 SSD + 12 HDD 1 SSD + 3 HDD 
r348 1 Brik 4 4 SSD + 12 HDD 1 SSD + 3 HDD 
r528 2 Brik 2 2 SSD + 12 HDD 1 SSD + 3 HDD 

Table 1 - Rubrik Hardware Specifications 

 

node locations 
The following diagram provides the locations in the Brik (chassis) of the Rubrik nodes.  

 
Figure 1 - Rubrik Node Locations 

 

network connectivity 
Each node has 1x 1Gbps IPMI connection, 2x 10Gbps (Management and Data) connections. These 
are configured in an active/passive bond. (When enabling a single 10GbE socket, use the 10GbE 
socket labelled as number 3). 
 

 
Figure 2 - Rubrik Network Ports 

 
The ports are as follows: 

1. IPMI 
2. 10GbE passive bonded secondary 
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3. 10GbE single primary or active bonded primary 
4. 1GbE - use only in consultation with Rubrik 
5. 1GbE - use only in consultation with Rubrik 

 

process 

laptop setup 
The first step is to make sure you have the right equipment. Rubrik uses mDNS 
(http://www.multicastdns.org) for node communication during the initialisation process. The node 
discovery works best with an Apple-based laptop. And be sure to turn off services that clobber 
multicast, or you’ll get very frustrated. Rubrik also recommend you have the latest version of Google 
Chrome installed and IPv6 support enabled.  
 

cluster setup 
Once you’ve plugged your laptop into the interface on the same segment as the cluster nodes, you’ll 
need to wait for it to time out and assign itself a private IP address. It’s also a good idea to turn off any 
other interfaces for this part of the procedure. 
 

 
Figure 3 - Self-assigned IP Address 

 
In this example I’m using the CLI, rather than the GUI, to configure the cluster. You’ll need a node 
serial number to address in the first instance. The node serial number can be found below the NICs 
on the back of the node. Note that the IPMI console does not support mDNS discovery and cannot be 
used to perform bootstrap operations. 
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Open an IPv6 SSH session to any node as the admin user: 
ssh -6 admin@<node_serial_number>.local  
 

 
Figure 4 - IPv6 SSH Session 

 
 
At the password prompt, type the Rubrik-supplied password. 
The Rubrik CLI prompt appears. Type bootstrap. The User Configuration section appears. In E-mail, 
type a valid email address. The Rubrik cluster sends messages for the admin account to this email 
address. 
 

 
Figure 5 - Password And Bootstrap 

 
In Password, type a password for the admin account. 
The Rubrik cluster uses the zxcvbn password strength estimator (https://github.com/dropbox/zxcvbn) 
to evaluate the password. Note that zxcvbn evaluates the entropy of the password. 
 

 
Figure 6 - Password Strength 

 
The password entered in this step becomes the new password for the default ‘admin’ 
account. In Re-enter Password, retype the password from the previous step. The Cluster 
configuration section appears. 
 

 
Figure 7 - Cluster Configuration 
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In Cluster name, type a name for the Rubrik cluster. In DNS Nameservers, type a comma-separated 
list of IPv4 addresses of DNS servers. You can click Enter to accept the default DNS server, 8.8.8.8 
(a Google DNS server). In DNS Search Domains, type a comma-separated list of search domains 
(optional - but there’s no real excuse not to do it). Type a comma-separated list of NTP servers, using 
the FQDN or IPv4 address of each NTP server. You could click Enter to accept the default value, 
pool.ntp.org. Note that, like most things infrastructure-related, if you get the NTP configuration wrong, 
other things will break.  
 

 
Figure 8 - Management Network Configuration 

 
In Management Gateway, type the IP address assigned to the management network gateway. In 
Management Subnet Mask, type the subnet mask for the management network and the Management 
network VLAN (optionally). In Management IP, type the IP address assigned to the management 
network interface of the Rubrik cluster.         
 
You’ll also need to provide IPMI networking details. The nodes are then discovered.  
 

 
Figure 9 - IPMI And Node Discovery 

 
You’ll now have the option to provide individual networking details for each node before the cluster is 
configured. Enter the number of the node you’d like to configure and then enter the Management and 
IPMI IP details.  
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Figure 10 - Node Discovery And Configuration 

 
Once you’ve configured all of the nodes, hit Enter to start the bootstrap process. You’ll be presented 
with a bunch of configuration output summarising the configuration elements from the previous steps.  
 



penguinpunk.net - rubrik r344 deployment guide - revision 0.1 
 

8 
 

 
Figure 11 - Configuration Summary 

 
Once you type y to proceed, you’ll see some progress bars and eventually the message “System 
setup completed” is displayed.  
 

 
Figure 12 - Bootstrap Progress 

 
At this point, you can log in to the cluster via Google Chrome and accept the EULA.  
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Figure 13 - End User License Agreement 

 
And that’s it, you’re ready to start configuring your data protection environment. And do other cool 
stuff. 


